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(57) When starting an engine (14) using its remote 
engine starter function in a guard mode, an engine con- 
trol ECU (1 2) outputs an engine status signal at H level 
prior to driving a starter motor (1 3). An anti-theft control 
device (40), upon reception of the signal, stores the en- 
gine operating status in a mode storage device (50) and 
lower the detection sensitivity of sensors (25 and 26). 



This allows no false alarm to be generated, if the anti- 
theft system is initialized by the decreased voltage of 
battery at the time of driving the starter motor. In addi- 
tion, the detection sensitivity of the sensors (25 and 26) 
is low until the engine (14) stops running, so that the 
sensors (25 and 26) do not have risks to erroneously 
detect the vibration of vehicle as an intruder. 



FIG. 1 
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Description 

[0001] The present invention relates to an anti-theft 
system for vehicles, and more particularly to an anti- 
theft system for vehicles having a function of allowing 
starting of an engine by remote control. 
[0002] Various types of anti-theft systems are known, 
for preventing vehicle thefts by any unauthorized oper- 
ation including, for example, opening a door or a trunk 
lid with any illegal means other than the proper key. 
[0003] Such an anti-theft system will enter into an an- 
ti-theft guard mode, when a user turns off the ignition 
switch, pulls the key out and then locks all doors. In the 
guard mode, any unauthorized operation is monitored. 
If an unauthorized operation is performed, the system 
enters into an alarm mode to sound a horn, and/or flash 
on and off hazard lamps. The guard mode is released 
only when the user unlocks the door with the proper key 
to enter a guard-free mode. Thus, a vehicle is in either 
one of the anti-theft (protection) modes, that is, the 
guard mode, the guard-free mode or the alarm mode. 
[0004] However, the conventional anti-theft system Is 
often set so as to enter from the guard mode into the 
alarm mode when the power supply has been once shut 
down and then recovered, other than the unauthorized 
operations. This is for causing the system in the guard 
mode to enter into the alarm mode, by determining an 
unauthorized removal of a battery by someone illegally, 
when the car battery is removed to stop operating the 
anti-theft system, and then is re-connected to start op- 
erating again the system. 

[0005] That is, when the operation voltage supplied to 
the anti-theft system decreases below the lower limit 
voltage to be supplied f orthe system to operate, the anti- 
theft system stops operating. When the power is re- 
stored over the lower limit voltage to be supplied to the 
system, the system is re-initialized to start operating. In 
this case, the operation mode (protection mode) priorto 
stopping operation (priorto initialization) may be stored. 
When the system is Initialized to start operating again, 
the operation mode is checked. If the operation mode 
prior to initialization is the guard-free mode, then the 
system will continue the guard-free mode. If the protec- 
tion is the guard mode, then the system enters into the 
alarm mode to generate an alarm. 
[0006] The cause of decrease of the operation voltage 
supplied to the anti-theft system is not limited to the re- 
moval of the battery. For example, cranking for starting 
the engine may cause a momentary voltage drop of the 
battery voltage below the lower limit value of the oper- 
ation voltage. However the engine Is started in the nor- 
mal usage after the user uses the proper key to open 
the door to release the guard mode to the guard-free 
mode. If a momentary drop of battery voltage caused by 
starting the engine may result in an initialization of the 
anti-theft system, the guard-free mode is held because 
the operation mode before initialization is guard-free 
mode. Therefore, a voltage drop of the battery caused 



by cranking for starting the engine may not trigger the 
alarm mode. 

[0007] However, In an anti-theft system, a user may 
use a remote engine starter to warm upthe enginein 

5 advance, in such a manner as the user transmit data 
from a transmitter to warm up the engine from a remote 
place. The system may enter into the alarm mode, even 
though the operation is not a fraudulent action. 
[0008] More specifically, when a user attempts to start 

10 the engine from a remote place with a remote engine 
starter device, the operation mode of the vehicle is In 
general the guard mode. In such a situation, if the user 
starts the engine with the remote engine starter, the bat- 
tery voltage will hazardously decrease to initialize the 

is anti-theft system. If initialized inadvertently, because the 
operation mode before initialization is in the guard 
mode, the anti-theft system enters Into the alarm mode 
to generate an alarm when the battery voltage is re- 
stored to resume the operation of the anti-theft system. 

20 When the battery becomes weak, if the remote engine 
starter is used to start the engine, then the cranking until 
the engine completely starts running will result in a de- 
crease of the operation voltage for the anti-theft system 
below the lower limit value. As a result, the anti-theft sys- 

25 tern will alarm each time the engine is started. 

[0009] On the other hand, when a false alarm is trig- 
gered, a keyless entry system can be used to release 
the door lock, for example, to cause the anti-theft system 
to enter into the guard-free mode to stop the alarm. How- 

30 ever, In this case the security may be lowered. 

[0010] There are various types of unauthorized oper- 
ations of the vehicle as well as various methods for de- 
tecting such operations. For example, for detecting an 
intruder attempting to intrude into the vehicle compart- 
as ment by breaking a glass window, an intruder sensor is 
used in general by making use of ultrasonic or electro- 
magnetic waves. Such an intruder sensor transmits ul- 
trasonic or electromagnetic waves and measures the 
difference in frequencies between the transmission and 

40 the waves reflected from the object in the compartment. 
If the differential changes, an intruder is determined to 
be present. Such a sensor is affixed to for example the 
rear view mirror. 

[0011] For detecting someone moving the vehicle by 
45 a towing truck (wrecker), an Inclination sensor (e.g., a 
gyro sensor) is used for detecting the Inclination of ve- 
hicle. This Is because the vehicle is inclined when the 
towing truck raises an end part of the vehicle. The incli- 
nation sensor detects, based on the amount of inclina- 
so tion, that the vehicle is transported. 

[0012] However, when the engine is started by using 
the remote engine starter device in the guard mode, the 
intruder sensor and inclination sensor may erroneously 
detect Intruder or inclination, caused by factors including 
55 the vibration of vehicle due to the engine running, al- 
though no unauthorized operation has been made. Dur- 
ing driving the starter motor immediately after starting 
the engine, the vibration of vehicle is large in particular. 
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Thus, there is a large possibility of making a fault alarm. 
[001 3] When using an intruder sensor making use of 
ultrasonic waves, a false alarm may be triggered due to 
the air flow in the compartment by the air conditioner 
which is turned on when starting engine, for example, 5 
during the guard mode, other than the vibration of vehi- 
cle. In addition, the intruder sensor making use of elec- 
tromagnetic waves may be jammed by the influence of 
surge noises generated at the time of driving the starter 
motor. 

[001 4] The present invention has an object to provide 
an anti-theft system for vehicles, which will not be trig- 
gered erroneously when no unauthorized action has 
been taken, at the time of starting an engine remotely 
by means of a remote engine starter device. 
[0015] According to the present invention, an anti- 
theft system for vehicles Is mounted on a vehicle having 
a remote starter control device for starting an engine In 
response to a turning-on instruction transmitted from an 
external transmitter. An operation mode of the system 
is set into either one of a guard mode and a guard-free 
mode in response to an operation of a user, and the op- 
eration mode is stored in an operation mode storage de- 
vice. An alarm is generated outwardly, when an unau- 
thorized operation of a vehicle is detected by an improp- 25 
er operation detection sensor under the condition that 
the operation mode is the guard mode. 
[0016] The system determines whether the remote 
starter control device is operating and prevents the 
alarm if the remote starter control device is operating at 30 
the time of starting the system operation. 
[0017] The system checks whether the remote starter 
control device is in operation and reduces detection sen- 
sitivity of the unauthorized operation sensor if the device 
is determined to be in operation. 35 
[0018] The system checks whetherthe remote starter 
control device Is in operation, and prevents the alarm if 
the unauthorized operation sensor detects the unau- 
thorized operation under the condition that the remote 
engine starter control device is in operation. *o 
[001 9] The above and other objects, features and ad- 
vantages of the present invention become more appar- 
ent from the following detailed description made with ref- 
erence to the accompanying drawings. In the drawings: 

45 

Fig. 1 is a schematic block diagram illustrating an 
anti-theft system for vehicles according to a first em- 
bodiment of the present invention; 
Fig. 2 is a schematic block diagram illustrating an 
intruder sensor used in the first embodiment; 50 
Fig. 3 is a schematic block diagram illustrating a si- 
ren used in the first embodiment; 
Fig. 4 is a flow diagram illustrating a remote engine 
start process performed In the first embodiment; 
Figs. 5A and 5B are flow diagrams illustrating an 55 
engine running status storing and erasing process 
performed in the first embodiment; 
Fig. 6 is a flow diag ram illustrating an anti-theft man- 
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agement process performed in the first embodi- 
ment; 

Fig. 7 is a flow diagram illustrating an alarm sound 
generating process performed in the first embodi- 
ment; 

Figs. 8A and 8B are flow diagrams illustrating a 
modification of the engine operating status storing 
and erasing process performed in the first embodi- 
ment; 

Fig. 9 is a schematic block diagram illustrating an 
anti -theft system for vehicles according to a second 
embodiment of the present invention; and 
Fig. 10 is a flow diagram illustrating an intruder de- 
tecting process performed in the second embodi- 
ment. 

[0020] The present invention will be described in fur-^ 
ther detail with reference to various embodiments. 



[0021 ] Referring to Fig. 1 , an anti-theft system for ve- 
hicles includes a receiver 11, an engine control ECU 
(electronic control unit) 12, an engine starter 13, a bat- 
tery 15, a tamper detector device 20, an alarm device 
30, an anti-theft control device 40, and an anti-theft 
mode (operation mode) storage device 50 as well as a 
siren 35. 

[0022] The receiver 1 1 receives transmission data for 
starting the engine 1 4 from a portable transmitter 1 0 or 
transmission data for keyless entry through an antenna 
16. The receiver 11 outputs data to the engine control 
ECU 1 2 if the data received Is the transmission data for 
starting the engine. It also outputs data to the anti-theft 
control device 40 if the received data Isthe transmission 
data for keyless entry. The portable transmitter 10 is 
specifically built to use as the transmitter so as for the 
user to selectively transmit either data in order to open 
or close the door and to start the engine 1 4 of the vehicle 
from a remote place. The transmission data for starting 
the engine 14 may represent the starting instruction. 
More specif icatly, a vehicle equipping the anti-theft sys- 
tem may provide a capability of starting the engine by 
remote control (i.e., remote engine starter function) and 
a capability of opening and closing door locks by remote 
control (i.e., keyless entry function). The engine control 
ECU 12 is capable of controlling the engine 14 including 
the ignition timing control and the fuel injection amount 
control. The anti-theft control device 40 outputs always 
the engine status signal (digital signals of either L or H 
level) which indicates that the engine 14 is running or 
not. 

[0023] With the engine control ECU 1 2, the anti-theft 
system may perform the remote engine starting process 
using the remote engine starter function, in addition to 
the ordinary engine control to output a starter driving 
command for starting the engine 14 to the engine starter 
13 based on the engine starting transmission data re- 
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ceived by the receiver 1 1 , and to notify the anti-theft con- 
trol device 40 that the engine 14 is running by raising to 
H level the engine status signal output to the anti-theft 
control device 40 at a timing earlier than the starter driv- 
ing command. This timing is earlier by one clock cycle 
of the operating clock of a CPU (not shown) within the 
engine control ECU 12, for example. It may be a timing 
that at least step S320 in Fig. 5A can be performed ap- 
propriately prior to starting driving the engine starter 1 3. 
[0024] It should be noted here thai the engine control 
ECU 12 needs to output the starter driving command 
and raise the engine status signal to H level only when 
predetermined conditions are satisfied, instead of out- 
putting unconditionally in response to the engine start- 
ing transmission data input from the receiver 11. More 
specifically, the engine control ECU 12 decodes the 
proper PIN code specific to the portable transmitter 1 0, 
Included in the engine starting transmission data to 
check if thus decoded PIN code matches exactly with 
the PIN code previously stored In the non-volatile mem- 
ory (not shown) In the engine control ECU 12. Thereaf- 
ter, if matched, then the engine control ECU 12 distin- 
guishes the engine starting transmission data as sent 
from a proper portable transmitter, to bring up the engine 
status signal to H level as well as to output a starter driv- 
ing command. On the other hand, if not matched, then 
the engine control ECU 1 2 determines that the data re- 
ceived was sent from either a transmitter for another ve- 
hicle or an improper transmitter and discards the data. 
[0025] Accordingly, the engine control ECU 12 per- 
forms the remote engine starting process, if and only if 
the PIN code matches properly. In addition, although the 
engine control ECU 12 also perform engine control In 
response to signals input from the tamper detector de- 
vice 20, the details of the remote engine starting process 
is described later 

[0026] The engine starter 13 is a well known starter 
device for driving a crankshaft and the like to rotate In 
order to start the engine 1 4, which Is driven by the elec- 
tric power (battery voltage VB) supplied from the battery 
1 5 used as the power supply. 
[0027] In the normal operation, a user in the vehicle 
compartment inserts a key into a key cylinder 61 mount- 
ed around a steering wheel and swivels the key cylinder 
61 to move the ignition switch 62 to the start position 
STA to supply electric power from the battery 1 5 to the 
engine starter 13 through the ignition switch 62 and a 
manual starter power supply line 63 to drive the engine 
starter 13. 

[0028] On the other hand, for starting the engine 14 
from a remote place by using the remote engine starting 
function, when the starter driving command is input from 
the engine control ECU 12 to the engine starter 13, a 
remote starter power switch (not shown) is turned on. 
This proper switch is mounted in the engine starter 13 
and connected to a remote starter power supply line 64. 
That is, the remote starter power switch is turned off In 
the normal operation. However once the remote starter 



power switch is turned on by inputting the starter driving 
command, electric power from the battery 1 5 is supplied 
to the engine starter 13 to drive the engine starter 13. 
[0029] The tamper detector device 20 is used not only 

5 for detecting the proper usage by the proper user, but 
also for detecting any unauthorized operation when a 
tampering action is taken on the vehicle. The device 20 
includes door lock position switches 21 , door courtesy 
switches 22, luggage courtesy switches 23, and engine 

10 compartment hood courtesy switch 24. 

[0030] The door lock position switches 21 are used 
for detecting whether the door lock knobs provided on 
the front and rear doors of the vehicle one for each is 
positioned in either the locked or unlocked position. The 

15 signal indicative of the on or off state is output to the 
anti -theft control device 40. 

[0031 ] The door courtesy switches 22, luggage cour- 
tesy switches 23, and engine compartment hood cour- 
tesy switch 24 are well known courtesy switches for au- 

20 tomatically turning on and off lamps, when opening and 
closing the front doors and rear doors of the vehicle, the 
luggage door (trunk lid) of the vehicle, and the engine 
compartment hood (bonnet), respectively. The signals 
indicative of the on or off states of these switches are 

25 output to the anti-theft control device 40. Thus, for ex- 
ample, when the luggage door is opened, a signal indi- 
cating that the luggage door is open is input to the anti- 
theft co ntrol device 40 from the luggage cou rtesy switch- 
es 23. 

30 [0032] Four switches 21 to 24 are for use not only in 
detection of improper action on the vehicle but also in 
various controls of the vehicle. The signals from these 
four switches 21 to 24 are input to other ECUs such as 
the engine control ECU 12 and body ECU (not shown). 

35 [0033] The intruder sensor 25 and inclination sensor 
26 are sensors used solely in the anti-theft system for 
vehicles and detection signals therefrom are thus input 
to the anti-theft control device 40. 
[0034] The intruder sensor 25 for detecting an intruder 

40 intruding into the compartment uses ultrasonic waves 
and may be mounted on the rear view mirror in the com- 
partment. The inclination sensor 26 uses a known gyro 
sensor and the like for measuring the angle and accel- 
eration of object. For example, the inclination sensor 26 

43 detects inclination if the vehicle Is inclined more than a 
predetermined angle when an end of the vehicle is 
raised by a towing truck. 

[0035] As shown in Fig. 2, the intruder sensor 25 in- 
cludes a microcomputer having a CPU 73, ROM 74, 

so RAM 75 and so on. A transmitter 71 based on the in- 
struction from the CPU 73 emits predetermined ultra- 
sonic waves, which is reflected by a given object in the 
compartment and returned to the sensor, received by a 
receiver 72 to input to the CPU 73. 

55 [0036] The CPU 73 is operated by the power supplied 
from a power supply circuit 76, to compute the differen- 
tial frequency of ultrasonic waves between the transmis- 
sion from the transmitter 71 and the reception to the re- 
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ceiver 72. Then it will compare the difference f with a 
predefined reference fTH to determine no intruder if the 
difference (Af = I f - fTH I) is less than the predefined 
maximum tolerance (S) or determine an intruder (anom- 
aly) if the difference exceeds this tolerance S. s 
[0037] L level signal is fed to the base of a transistor 
TR from the port P2 of the CPU 73 in the normal oper- 
ation. The collector of the transistor TR is applied with 
the power supply voitage Vcc from the power supply cir- 
cuit 76 via a pull-up resistor R1 . The collector potential w 
in the normal operation is equal to Vcc (H level), and 
thus H level signal is output to the anti-theft control de- 
vice 40. However, the CPU 73, when detecting an in- 
truder, outputs H level signal to the base of the transistor 
TR to turn on the transistor TR. The collector of the tran- *5 
sistor TR thereby is pulled down to the ground potential 
(L level). Thus L level signal is output to the anti-theft 
control device 40 as the detection signal indicative of 
the intruder. 

[0038] The anti -theft system is able to output low-sen- 20 
sitivity instruction signal (pulsed signal) from the anti- 
theft control device 40 to the intruder sensor 25 to re- 
duce the detection sensitivity of the intruder sensor 25, 
and output normal-sensitivity instruction signal (pulsed 
signal) to the intruder sensor 25 to restore the intruder 25 
sensor 25 to the normal sensitivity the intruder sensor 
25. 

[0039] More specffically, the anti-theft control device 
40 outputs a pulsed signal, which is input to a port P1 
of the CPU 73. If the input pulse signal is the low-sen- 
sitivity instruction, then the CPU 73 increases the max- 
imum tolerance S. By increasing the maximum toler- 
ance S in this manner, the detection sensitivity of the 
intruder sensor 25 can be accordingly decreased. On 
the contrary, if the input pulse signal is the normal-de- 
tection sensitivity instruction, then the CPU 73 decreas- 
es the maximum tolerance S to the value prior to in- 
crease. 

[0040] The ROM 74 stores a program for executing 
the processes by the CPU 73. The power supply circuit 
76, which is supplied with the sensor driving power from 
the anti-theft control device 40, converts the sensor driv- 
ing power appropriately to feed power to components in 
the intruder sensor 25. However, it should be noted that 
the supply of sensor driving power from the anti-theft 
control device 40 is only when the operation mode of 
the vehicle is the guard mode. The intruder sensor 25 
thus operates only in the guard mode, and does not op- 
erate In other modes, for example, when the proper user 
drives the car. 

[0041 ] The inclination sensor 26 also has a microcom- 
puter in a manner similar to intruder sensor 25. It oper- 
ates with the sensor driving power supplied from the an- 
ti-theft control device 40 to output the L level detection 
signal to the anti-theft control device 40, when the incli- 
nation of the vehicle exceeds a predetermined angle 6 
by determining the presence of an improper action. 
[0042] The detection sensitivity of the inclination sen- 



sor 26 as similar to the intruder sensor 25 can be de- 
creased by the low-sensitivity instruction signal supplied . 
from the anti-theft control device 40, as well as restored 
to the normal sensitivity level by the normal-sensitivity 
instruction signal. More specifically, the decreased de- 
tection sensitivity can be implemented by increasing the 
given angle 0 above to a value larger than normal. 
[0043] The alarm device 30 Is used for alarming out- 
ward that an improper action Is being taken when the 
tamper detector device 20 detects any unauthorized 
tampering action on the vehicle such as picking a door 
by a person other than the proper user; it includes a horn 
31 , hazard lamps 32, tail lamps 33, and head lamps 34. 
When an unauthorized action Is taken on the vehicle, 
the alarm device 30 alarms outward for example by in- 
termittently sounding the horn 31 , flickering the hazard 
lamps 32, turning on or Intermittently turning on and off 
the tali lamps 33 and head lamps 34. 
[0044] The anti-theft control device 40 is primarily 
comprised of a microcomputer, including a CPU 41, 
ROM 42, RAM 43, a power supply circuit 44 and the like, 
for performing anti-theft management process for con- 
trolling the operation of the alarm device 30 on the basis 
of the signals input from the switches 21 to 24 of the 
tamper detector device 20, and detection signals input 
from the sensors 25 and 26 of the tamper detector de- 
vice 20, as well as the operation mode of the vehicle 
(more precisely, the operation mode of the anti-theft sys- 
tem for vehicles) stored In the mode storage device 50. 
The anti-theft management process is described in 
greater details herein below. 

[0045] The anti-theft control device 40, in response to 
the engine running status signal input from the engine 
control ECU 12, stores the running status into the mode 
storage device 50. 

[0046] The anti-theft control device 40, in addition, de- 
codes the PIN code specific to the portable transmitter 
10 included in the keyless entry transmission data input 
from the receiver 1 1 and reads out the PIN code previ- 
ously stored in the mode storage device 50 to check if 
the PIN code matches exactly. If matched, then it will 
distinguish the keyless entry transmission data as sent 
from the proper, authorized portable transmitter to acti- 
vate the door lock mechanism (not shown) to open or 
close the door lock. If otherwise not matched, then the 
device 40 determines that data received was sent from 
either a transmitter for another vehicle or an improper 
transmitter and discard the data. 
[0047] The anti-theft control device 40 normally oper- 
ates with a predetermined operating voltage Vcc (for ex- 
ample, 6 volts) converted by the power supply circuit 44 
from the voltage VB of the battery 15 ( for example, 12 
volts ) to supply to components Including the CPU 41 . 
Accordingly, as long as the battery 15 is connected, the 
anti-theft control device 40 continues to operate with the 
power supplied from the battery 15. On the other hand, 
it stops operating when the battery 1 5 is removed or the 
electric power voltage VB from the battery 15 drops 
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down. 

[0048] Next time the battery vortage VB is fed thereto 
and when the anti-theft control device 40 is initialized to 
resume operation, the anti-theft control device 40 refers 
to the operation mode stored in the mode storage device 
50 , and may or may not activate the alarm device 30 to 
generate an alarm depending on the result of storage. 
[0049] The mode storage device 50 is comprised of a 
well known non-volatile memory such as EEPROM and 
the like for storing the engine running status and for stor- 
ing the PIN code used for opening and closing the door 
locks in the keyless entry function , as well as for storing 
whether the vehicle is at present in either of three oper- 
ation modes, i.e., guard mode, guard-free mode or 
alarm mode. The operation mode corresponds to the 
operation status. 

[0050] In this embodiment, a veh Icle is normally In ei- 
ther one of three operation modes, and the transition 
between modes is controlled by the anti-theft control de- 
vice 40. However, the operation mode is stored in the 
mode storage device 50. 

[0051] It should be noted that the guard mode desig- 
nates a status that an unauthorized action can be de- 
tected to allow generating an alarm if the action is taken. 
For example, a vehicle may enter into the guard mode 
when the user finishes driving and gets off the vehicle 
to lock all doors. When in the guard mode, if an intruder 
picks a door by force, for example, a signal indicating 
that a door has been opened is sent from the door cour- 
tesy switch 22 to the anti-theft control device 40 so that 
the operation mode thereby changes to the alarm mode 
to generate an alarm using a predetermined alarming 
means (for example sounding the horn 31) from the 
alarm device 30. The alarm mode designates a status 
that an alarm is activated by the alarm device 30. The 
operation mode transits to the alarm mode, if the tamper 
detector device 20 detects an unauthorized action taken 
In the guard mode. In the guard mode or in the alarm 
mode, if the proper user releases the door lock with the 
proper procedure, the operation mode changes to the 
guard-free mode. The guard-free mode designates a 
status that the user performs normal operations, such 
as opening and closing the door lock with the proper key 
operation and starting the engine. 
[0052] The anti-theft system further Includes the siren 
35, as a means for reporting an improper action taken 
by someone to the nearby people, in addition to the 
alarm device 30. The siren 35 is equipped for sounding 
an alarm when the battery 15 is removed, that is, the 
power supply line from the battery 15 to any part of the 
vehicle is cut by someone. 

[0053] As shown in Rg. 3, the siren 35 is comprised 
of a microcomputer Including a CPU 81, ROM 82, RAM 
83 and the like and operates using a built-in battery 84 
which Is a built-in auxiliary power supply. The CPU 81 
receives, through I/O interfaces (not shown), the oper- 
ation mode signal from the anti-theft control device 40 
indicative of the current operation mode, and the engine 



status signal from the engine control ECU 12 through 
the anti-theft control device 40 as well as the battery 
voltage VB from the battery 15. 
[0054] When the battery voltage VB fed to the CPU 

s 81 falls below a predetermined threshold voltage, 
caused by for example the removal of the battery 15, 
loud alert sound is emitted from the loudspeaker SR 
[0055] The operation of the anti-theft system is de- 
scribed in greater details below with reference to Fig. 4 

10 along with programmed processes. The remote engine 
start process is performed in the engine control ECU 12 
when starting the engine 14 using the remote engine 
starter function. That is, the system receives the trans- 
mission data for starting the engine, and determines that 

15 the received data is sent from the proper portable trans- 
mitter 10. 

[0056] When the process begins : at step (S) 1 1 0, the 
engine status signal output from the engine control ECU 
1 2 to the anti-theft control device 40 is brought to H level 

20 (L level when the engine is stopped). This indicates the 
anti-theft control device 40 that the engine 14 is going 
to start. The engine status signal in H level is output con- 
tinuously as long as the engine is running, even when 
the engine 1 4 is completely started and the engine start- 

25 er 1 3 stops. 

[0057] The process proceeds to S1 20, where a starter 
driving command is output to the engine starter 13. 
Thereby the engine starter 13 is driven to start the en- 
gine 14. The process proceeds to S130, where It is 

30 checked whether the engine 1 4 is completely started to 
run. The determination is made based on for example 
an engine speed. If the engine is not yet running com- 
pletely then the process goes back to S120 to continue 
to output the starter driving command. Otherwise if the 

35 engine is determined to be running, then the process 
goes to S140 to stop outputting the starter driving com- 
mand. At this point since the engine 14 is completely 
running, the process proceeds to S 150 to perform idling 
control of normal operation to adjust the engine speed 

40 to a predetermined idling speed. At this time a timer (not 
shown) may be started to count the elapsed time after 
the engine has been completely started. 
[0058] The process then proceeds to S1 60 to deter- 
mine whether a door of the vehicle is open or not. More 

45 specifically, the process checks whether the door lock 
Is locked or unlocked and whether the doors are open 
or closed, based on the signals sent for example from 
the switches 21 to 24 of the tamper detector device 20. 
If all doors are closed, then the process proceeds to 

50 S1 70 to check whether a predetermined period of time 
(for example, 5 minutes) has elapsed after starting the 
engine based on the timer started at S1 50. If the prede- 
termined period of time has not yet elapsed, then the 
process goes back to S160. If the predetermined time 

55 has elapsed already, then the process goes to S1 80 to 
stop the engine 14. The process thereafter goes to S1 90 
to set the engine status signal output to the anti-theft 
control device 40 to L level. 



6 



11 



EP 1 170 181 A2 



12 



[0059] AtS160, if determined that a door is still open, 
for example, because an unauthorized action has been 
taken to pick the door, or because the user has released 
the door lock with the proper procedure, the process 
proceeds to S180 to stop the engine 14. The process 
then proceeds to S1 90. Thus, when starting the engine 
with the remote engine starter function, the engine 14 is 
stopped if any door is open, notwithstanding by a proper 
procedure or by an unauthorized action. 
[0060] When attempting to start the engine 1 4 with the 
remote engine starter function, the engine status signal 
output from the engine control ECU 12 to the anti-theft 
control device 40 is set to H level, prior to driving the 
starter 13, while the signal is set to L level at the time 
when the engine 14 stops. Then the anti-theft control 
device 40 based on this engine status signal performs 
processes shown in Figs. 5A and 5B Illustrating the stor- 
age and erase operation of engine running status, per- 
formed by the anti-theft control device 40. Fig. 5A is a 
flow diagram illustrating the engine running status stor- 
ing process performed when the protection is the guard 
mode. Fig. 5B is a flow diagram illustrating the engine 
running status erasure process performed in any oper- 
ation modes. 

[0061] The process of engine running status storing 
shown in Fig. 5A is performed when the operation mode 
is the guard mode. More specifically, the process is per- 
formed as a part of the guard mode process S500 in the 
anti-theft management process shown in Fig. 6. When 
this process starts, at S310, the engine status signal is 
checked whether it is at H or L level. If the engine 14 is 
still stopped and the signal is L level, the process is ter- 
minated. Otherwise if the signal goes to H level because 
the engine starts, the process proceeds to S320, where 
the engine running status is stored In the mode storage 
device 50. 

[0062] At step S330, the low-sensitivity instruction 
signal for reducing the detection sensitivity is output to 
the intruder sensor 25 and to the inclination sensor 26, 
and then the process is terminated. This process is re- 
peated during the guard mode, each time the process 
S500 shown in Fig. 6 is performed. 
[0063] Next, the engine running status erasure proc- 
ess shown In Fig. 5B is performed regardless of the op- 
eration mode. More specifically, it Is performed as a part 
of processes including the guard-free process at S430, 
guard mode process at S500, and alarm mode process 
S470, in the anti-theft management process shown in 
Fig. 6. Once this process begins, at S360, the engine 
status signal is checked whether it is at L level or not, tf 
the engine 14 is still running and the signal is H level, 
then the process S360 is repeated. However, when the 
signal goes to L level, because the engine stops, then 
the process goes to S370, where the storage contents 
stored In the mode storage device 50 that the engine is 
running is erased. 

[0064] At step S380, the normal-sensitivity instruction 
signal is output to the intruder sensor 25 and to the in- 



clination sensor 26 to restore the sensitivity to terminate 
this process. It is to be understood that the intruder sen- 
sor 25 and the inclination sensor 26 may operate only 
in the guard mode. The intruder sensor 25 and the in- 

5 clinatlon sensor 26 are notsuppliedwith the sensordriv- 
ing power from the anti-theft control device 40 in the 
alarm mode or the guard-free mode, although the nor- 
mal detection sensitivity is instructed. This process is 
repeated, each time the steps S430, S500, or S470 

10 shown in Fig. 6 is performed. 

[0065] The anti-theft control device 40 stores in the 
mode storage device 50 the status indicating that the 
engine is running, prior to start driving the starter 13, 
when in the guard mode the engine control ECU 12 in- 

is puts the engine status signal of H level to use the remote 
engine starter function to start the engine, and to de- 
crease the sensitivity of those sensors 25 and 26. The 
memory content that indicates the engine is running is 
held during the period of time when the engine status 

20 signal at H level is input from the engine control ECU 12. 
[0066] Since the mode storage device 50 Is com- 
prised of a non-volatile memory such as EEPROM, even 
though the anti-theft control device 40 is by accident re- 
set due to the voltage drop of the battery, the storage 

25 content indicating that the engine is running is held as 
is stored before reset. 

[0067] The anti-theft management process per- 
formed in the anti-theft control device 40 is described in 
greater details herein below. The CPU 41 is first initial- 
so ized (reset) prior to start processing, while at the same 
time the anti-theft management program Is read out 
from the ROM 42 to perform processing according to 
the program. 

[0068] TheCPU41 is resetter example when the bat- 

35 tery is connected in the production line for the first time 
to start the operation, or when the battery is removed 
once for the inspection and the like and then reconnect- 
ed or changed. In the normal operation, the CPU 41 
which is connected to the battery 15 all the time does 

40 not have the opportunity of reset. However, when driving 
the starter 13 for starting the engine, it is possible that 
the battery voltage VB may abruptly fall during driving 
the starter motor, in particular when the battery 15 be- 
comes weaker. If the voltage VB of the battery 15 de- 

45 creases due to the cranking when starting the engine 
14 with the starter 13 and if the voltage Vcc supplied to 
the CPU 41 consequently decreases below the lower 
limit value of the operation of the CPU 41 (for example 
3 to 4volts), then the CPU 41 stop operating. When the 

so battery voltage VB is restored again and the voltage Vcc 
supplied to the CPU 41 rises above the lower limit value 
of the operable voltage range of the CPU 41 , then the 
CPU 41 is Initialized and restarted. Accordingly the anti- 
theft control device 40 re-starts. 

55 [0069] In Fig. 6 illustrating the anti-theft management 
process, when the process begins, at S410, the opera- 
tion mode before resetting is checked whether it is the 
guard-free mode or not. For example, if the reset is 
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caused by the removal and re-installation of the battery 
15 by the proper user following the proper procedure to 
open the hood (bonnet), or when the reset is caused by 
a momentary disruption of the battery voltage VB by the 
cranking for starting the engine 14 with the proper key, 5 
the status before resetting is the guard-free mode, which 
Is stored in the mode storage device 50. If the status 
before resetting is determined to be the guard-free 
mode by reading out the status stored in the mode stor- 
age device 50, the status is acknowledged at S41 0 and 
the process proceeds to S420. 
[0070] At S420 : it is checked whether or not an action 
for transiting to the guard mode (setting input) has been 
taken. In the preferred embodiment, the setting input 
may be taken in case in which the proper key operation, 
or the proper keyless entry action locks all of the doors, 
and that the luggage lid as well as th e bon net are closed. 
If setting input is not yet entered because for example 
the user does not yet lock the door and the like, the proc- 
ess proceeds to S430 to perform the guard-free proc- 
ess. In this step 430 the protection is stored in the mode 
storage device 50 as the guard-free mode. The engine 
running status erasure process (Fig. 5B) and so on are 
performed before continuing the process after S420. 
Then, when the setting input is entered for example by 
the user locking all doors, the process is acknowledged 
at S420 to proceed to S500. 

[0071] At S500, the guard mode process is per- 
formed. In the guard mode process, the operation mode 
is stored in the mode storage device 50 as the guard 
mode, while the engine running status erasure process 
(Fig. 5B) as well as the engine running status storing 
process (Fig, 5A) is performed. 
[0072] If the mode before resetting is guard-free, then 
the guard-free mode continues after resetting. The 
mode transits to guard mode only when the setting input 
is entered. 

[0073] If the status is determined negatively at S41 0, 
that is, if the status before resetting is the guard mode 
or the alarm mode, then the process proceeds to S440. 
The fact that the device is reset during the guard mode 
or alarm mode indicates that it Is highly probable that 
the system has been reset by an unauthorized action 
such as the removal of battery while the user is absent. 
However, It may also be possible that the reset Is done 
by cranking for starting the engine if the user attempts 
to start the engine 14 with the remote engine starter 
Therefore it may not necessarily be an unauthorized 
tampering action. 

[0074] Then, the process does nottransit immediately 
to the alarm mode. Rather it checks first at S440 whether 
the engine 14 was running before resetting. At this time 
the content stored in the mode storage device 50 is read 
out to check whether the stored content is indicative of 
the engine running status. If the engine 14 has been 
stopped before resetting, indicating that the engine run- 
ning status erasure process as shown in Fig. 5B has 
been already performed and that the mode storage de- 



vice 50 does not store the status that the engine is run- 
ning, then at S440 the It is determined to be negative to 
proceed to S450. 

[0075] At S450, it is checked whether the operation to 
transit to the guard-free mode (unsetting input) has been 
done, for example, whether the user releases the door 
lock with the proper key operation or the key operation 
of the keyless entry function. If no unsetting input is 
present, then the process proceeds to S460. At S460, 
it is checked whether a predetermined period of time (for 
example, 30 seconds) has elapsed in the alarm mode. 
At this point since the process just starts operating by 
resetting, the process branches to S470. 
[0076] At 3470 , the alarm mode process is performed. 
In the alarm mode process the operation mode is set as 
the alarm mode to the mode storage device 50 to acti- 
vate the alarm device 30 to generate an alarm. More 
specifically, if the system has been reset without starting 
the engine 1 4, then It is determi ned that an unauthorized 
action has been taken so as to generate an alarm ac- 
cordingly. The engine running status erasure process 
(Fig. 5B) and other processes are also performed. 
[0077] Thereafter, the processes after S450 is repeat- 
ed so as to repeat the alarm mode process in succes- 
sion to continue to generate the alarm unless the user 
enters the unsetting input. However, if the user enters 
the unsetting input during the alarm mode, then it is de- 
termined at S450 to be affirmative. The process pro- 
ceeds to S430 to perform the guard-free mode process 
to transit to the guard-free mode. More specifically, the 
fact that there Is an unset input indicates that the user 
has performed the proper action (such as releasing the 
door lock). Thus continuously generating the alarm is 
' unnecessary. If otherwise there is not an unset input, 
when a predetermined period of time (30 seconds) has 
elapsed in the alarm mode, then it is determined to be 
affirmative at S460. The process proceeds to S500 to 
perform the guard mode process to transit to the guard 
mode. This is because the battery 1 5 is weak if the horn 
31 sounds unlimitedty and continuously so that ultimate- 
ly starting the engine with the proper key operation may 
become difficult. 

[0078] On the other hand, at S440, it is checked 
whether the engine 14 was running before resetting or 
not. If the engine was running before resetting while the 
mode storage device 50 stores the status that the en- 
gine is running, the process proceeds to S480. Another 
possible case that affirmative determination at S440 
may otherwise occur is that the user started the engine 
14 by sending the engine starting transmission data 
from the portable transmitter 10 in the guard mode to 
cause the engine running status storage process shown 
in Fig. 5A to be performed and thereafter the CPU 31 
has been reset due to a transient (momentary) fall of the 
battery voltage by cranking to start the engine. In this 
context, the process at S330 in Fig. 5A decreases the 
detection sensitivity of the sensors 25 and 26. 
[0079] At S480, in a manner similar to S450, it is 
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checked whether there is an unset input. If no unset in- 
put is present, then the process proceeds to S490. At 
S490, it is checked whether a theft has been detected 
or not, that is, whether any unauthorized action has 
been taken by checking the signals sent from switches 
21 to 24 of the tamper detector device 20 and from the 
sensors 25 and 26. For example, S490 checks whether 
the signal indicating that the door Is open fs output from 
the door courtesy switches 22, or whether the signal in- 
dicating that the hood is open is output from the engine 
compartment hood courtesy switch 24, or whether the 
detection signal is sent from the intruder sensor 25. 
[0080] In this situation, the detection by those sensors 
25 and 26 Is in low detection sensitivity, allowing the sen- 
sors 25 and 26 not to erroneously detect an improper 
action, in consequence of the vibration of vehicle and 
electromagnetic noises caused by the running engine 
14 and the airflow In the compartment 
[0081] If no unauthorized action has been detected, 
then the process proceeds to S500 to perform the guard 
mode process. Thereafter the process repeats the steps 
after S480. If the unset input is given from the user, then 
the process proceeds from S480 to S430 to perform the 
guard-free mode process to transit to the guard -free 
mode. If any unauthorized action has been detected by 
the tamper detector device 20, then it is determined that 
the vehicle has been stolen and the process proceeds 
to S470 to perform the alarm mode process S500 to 
transit to the alarm mode. 

[0082] Although not shown in Fig. 6, if no protection 
status is stored in the mode storage device 50 when 
starting operation after a reset, In such a case as the 
battery 15 Is connected for the first time in the production 
line, the protection goes provisionally to the guard-free 
mode (that is, the process at S430 is performed). 
[0083] Fig. 7 is a flow diagram illustrating an alert 
sound generating process performed by the CPU 81 of 
the siren 35. The CPU 81 performs this process on the 
basis of the program of alert sound generating process 
stored in the ROM 82. 

[0084] As shown in Fig. 7, at step S610, the running 
status of the engine 14 and the operation mode of the 
vehicle are once stored in the RAM 83. The CPU 81 may 
have the operation mode signals indicative of the cur- 
rent operation mode input from the anti-theft control de- 
vice 40, and the engine running status signal of H level 
input from the engine control ECU 12 via the anti-theft 
control device 40, at the time when trying to start the 
engine 14 by means of the remote engine starter func- 
tion (that is, at the time when the transmission data for 
starting the engine sent from the portable transmitter 1 0 
is input into the engine control ECU 1 2) prior to starting 
driving the starter 13. Those signals thus input is stored 
in the RAM 83. 

[0085] At the succeeding step S620, the operation 
mode of the vehicle Is checked whether the mode is the 
guard mode, based on the memory contents of the RAM 
83. tf not in the guard mode, then the program goes back 



to step S610. If in the guard mode, then the program 
proceeds to step S630. At step S630, the battery voltage 
VB is checked to see whether it is less than a predeter- 
mined voltage. If the voltage is sufficient, then the step 

5 determines that no improper action has been taken spe- 
cifically onto the battery 15 and goes back to step S61 0. 
Otherwise, if the voltage is insufficient, then the program 
infers that the battery 15 may have been possibly re- 
moved by someone.and the program proceeds to step 

10 S640. 

[0086] At step S640, the running status of the engine 
14 is checked on the basis of the memory contents of 
the RAM 83. If the memory stores that the engine is run- 
ning, then the program infers that the voltage drop may 
*5 be possibly momentary at the time of starting the engine 
1 4 and not caused by any imp roper action. Thus the pro- 
gram proceeds to step S610. If otherwise the engine Is 
not running, then the program infers an Improper action 
taken, and goes to step S650 to sound an alert sound 
from the loudspeaker SP. 

[0087] As can be appreciated from the foregoing de- 
tailed description, if the operation mode before resetting 
is the guard mode or the alarm mode and the status is 
not engine running, then ft can be presumed that any 
unauthorized action such as the removal of battery 15 
has been taken. The process may proceed from S440 
to S450 in order to perform the alarm mode operation. 
However, if the protection before a reset Is the guard 
mode or alarm mode and additionally the status is en- 
gine running, then it may be presumed that the status is 
caused by the voltage drop of the battery 15 when the 
user uses the remote engine starter function to start the 
engine 14. The process proceeds from S440 to S480 
such that the protection will continue to stay in the guard 
mode, instead of going to the alarm mode. 
[0088] When In the guard mode the remote engine 
starter function is used to attempt to start the engine 14, 
the engine status signal of H level is output while the 
detection sensitivity of the sensors 25 and 26 is de- 
creased, prior to driving the engine starter 1 3. Then, the 
output of the engine status signal at H level and the de- 
creased detection sensitivity is continuously held, until 
the engine 1 4 stops, even after drivin g the starter 1 3 and 
when the engine has been completely started running. 
[0089] In accordance with the anti-theft system of this 
embodiment, at the time of initialization, the protection 
before resetting is checked whether it is in the guard 
mode or alarm mode.. At the same time, the engine 14 
is checked whether running or not by using the remote 
engine starter function. Even though the protection be- 
fore resetting is the guard mode, the alarm device 30 is 
prevented from activating if the engine 14 is running. 
Therefore, when attempting to start the engine 14 from 
a remote place while in the guard mode, if the battery 
voltage drops by cranking during driving the engine 
starter 13 with the remote engine starter function to 
cause the anti-theft control device 40 to be reset, an er- 
roneous alarm is prevented from being generated. 
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[0090] Instead of determining that the engine is start- 
ing with the remote engine starter function by directly 
checking the engine status signal sent from the engine 
control ECU 12, the engine status is determined by 
checking whether the engine running status is stored in 
the mode storage device 50 or not. Thus, the engine 
running status is set in the mode storage device 50 once 
the engine status signal of H level is detected. The stor- 
age content is retained unless an erase operation is ex- 
plicitly instructed (engine status signal of L level). As a 
result, by examining the storage contents of the mode 
storage device 50 when restarting the anti-theft control 
device 40 after a reset, the status of the engine 1 4 before 
the reset can be positively defined. Thus, there is no risk 
of making an erroneous determination on the engine 
status, resulting from the fact that the engine status sig- 
nal have not been successfully received immediately af- 
ter starting the engine. Thus, preventing any erroneous 
alarm from being generated Is ensured. 
[0091] Furthermore, the storage content that the en- 
gine is running is held after the engine 14 is completely 
started and not deleted until the engine 14 is stopped. 
If jamming electromagnetic noises after the engine 14 
is completely started causes the anti-theft control device 
40 to be reset, no erroneous alarm is generated by haz- 
ard since the status before resetting (that the engine 
was running) is stored once examining the contents of 
the mode storage device 50 at the time of restart. Thus 
a more reliable anti-theft system is provided. 
[0092] In addition, during the period of time when the 
engine 14 starts and then stops by using the remote en- 
gine starter function in the guard mode, there will not be 
risks that the sensors 25 and 26 may be deceived by 
the vibration of vehicle and electromagnetic noises 
caused by the driven starter 13 or ordinary idling of the 
engine 14, and the airflow in the compartment since the 
detection sensitivity of the sensors 25 and 26 is lowered. 
[0093] Furthermore, the siren 35 does not produce an 
alarm sound If the engine 14 is running by the remote 
engine starter function, even if the battery voltage VB 
fed from the battery 15 is lowered below the predeter- 
mined voltage threshold value due to an improper action 
such as the removal of battery. Thus, ft is not likely that 
the alarm sound may be falsely produced due to the de- 
crease of the battery voltage VB at the time of driving 
the engine starter 13. 

[0094] The above first embodiment may be modified 
as follows. For instance, to prevent incorrect detection 
by the sensors 25 and 26 at the time of starting the en- 
gine 14 by means the remote engine starter function in 
the guard mode, the detection sensitivity of sensors 25 
and 26 may be lowered in the period of time from the 
moment of starting the engine 14 by the remote engine 
starter function to the moment of stopping the engine 
1 4. The anti-theft control device 40 may be arranged so 
as not to receive the detection signals arriving from the 
sensors 25 and 26 instead of decreasing the detection 
sensitivity of sensors 25 and 26. 



[0095] To do this, the engine operating status storage 
process to be performed in the guard mode, shown in 
Fig. 5A (more specifically, performed as a part of guard 
mode process of S500 in the anti-theft management 
5 process shown in Fig. 6) may be modified to the process 
shown in Fig. 8A. In addition, the engine operating sta- 
tus erasing process performed in all operation mode, 
shown in Fig. 5B (more specifically, performed as part 
of process steps S430, S470, and S500 In the anti-theft 
management process of Fig. 6) may also be modified to 
the process shown in Fig. 8B. 
[0096] More specifically, the process steps shown in 
Fig. 8Aare partly identical to those shown In Fig. 5A in 
the range of S310 to S320. However, after S320, the 
detection signal from the sensors 25 and 26 is inhibited 
to be received (S810), instead of ourputting the low-sen- 
sitivity instruction signal to the sensors 25 and 26. Fur- 
thermore, the process steps shown in Fig. 8B are partly 
identical to those shown in Fig. 5B in the range of 5360 
to S370. However, after S370, the detection signal from 
the sensors 25 and 26 is allowed to be received at S860 
so as to restore to the normal condition (alert on an im- 
proper action if the detection signal is present) instead 
of outputting the normal-sensitivity instruction signals to 
the sensors 25 and 26. 

[0097] However, in such a case, the process step 
S490 in the anti-theft management process of Fig. 6, an 
improper action may not be determined solely with the 
presence of the detection signals from the sensors 25 
and 26 (to transit to step S470). Further determination 
needs to be done whether or not the reception of detec- 
tion signals at that time is allowed. That is, the process 
may proceed to the alarm process of S470 when the 
detection signals from the sensors 25 and 26 arrive, if 
the reception of signals is allowed. However, if the sig- 
nals are inhibited, the process proceeds to step S500. 
[0098] The sensors 25 and 26 are less likely to act 
erroneously owing to the vibration of vehicle and elec- 
tromagnetic noises as well as air flow in the compart- 
ment during the period of time from the moment of start- 
ing the engine 14 by the remote engine starter function 
in the guard mode to the moment of stopping the engln e. 
Thus, a highly reliable anti-theft system for vehicles is 
provided. In such a case the process step S810 corre- 
sponds to the process to be performed by the normal 
operation alarm control of the system. 

[Second Embodiment] 

[0099] The anti-theft system according to the second 
embodiment is Illustrated In Rg. 9. The anti-theft system 
is similar to the system described in thef irst embodiment 
(Fig. 1). However, the arrangement of intruder sensor 
25, inclination sensor 26, siren 35, anti-theft manage- 
ment device 90 is somewhat different from the arrange- 
ment in the first embodiment. Further, the engine status 
signal from the engine control ECU 12 is directly input 
into the sensors 25 and 26 and the siren 35. 
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[0100] The intruder sensor 25 Is fundamentally the 
same as the intruder sensor 25 shown in Fig. 2 ( and is 
described with appropriate reference to Fig. 2. The dif- 
ference from the intruder sensor 25 of the first embodi- 
ment is that the engine status signal from the engine 
control ECU 12may be input toaportPI in this embod- 
iment, in opposition to the first embodiment, in which the 
low- and normal- sensitivity instruction signals from the 
anti-theft control device 40 are fed to the port P1 . 
[0101] The anti-theft management device 90 of the 
second embodiment does not issue instructions for low- 
ering (or recovering) the detection sensitivity of the sen- 
sors 25 and 26. Therefore, the anti-theft system per- 
forms process steps described with reference to Figs. 4 
to 7, except for the process steps S330 and S380 shown 
In Fig. 5. It should be noted that the sensors 25 and 26 
are active and supplied with the sensor driving power 
from the anti-theft management device 90, if and onty if 
the operation mode is the guard mode. 
[0102] Fig. 10 shows a flow diagram of intruder de- 
tecting process to be performed by the intruder sensor 
25. The intruder sensor 25 repeats this intruder detec- 
tion at a predetermined regular interval. As shown in Fig. 
10, at S710, it is checked whether the engine status sig- 
nal directly input from the engine control ECU 12 is H 
level If the signal is L level (indicating that the engine 
1 4 is not running), then the process goes to S730 to set 
the maximum tolerance S to SO, normal value. If other- 
wise the signal is H level (indicating that the engine 14 
is going to start by means of the remote engine starter 
function, or is already running), the process proceeds to 
S720 to set the maximum tolerance S to S1 , which is a 
value largerthan SO. In this manner, by setting the max- 
imum tolerance S to a value largerthan the normal value 
SO, a decrease of the detection sensitivity is achieved. 
[01 03] The difference f between the ultrasonic trans- 
mission frequency and the ultrasonic reception frequen- 
cy is calculated, and in the succeeding S750 the differ- 
ence Af between the differencef and the reference value 
fTH is calculated. Then at S760, the difference Af is com- 
pared with the maximum tolerance S. If Af ^ S indicating 
that no intruder is present, then the process is terminat- 
ed. Otherwise, if Af > S indicating that an intruder may 
be present, then a detection signal to the anti -theft man- 
agement device 90 Is output at S770. Although not de- 
scribed in the first embodiment, the Intruder sensor 25 
may perform a process similar to that shown in Fig. 10. 
However in case of the first embodiment, S71 0 will de- 
termine whether or not iow-sensitivlty instruction signal 
is applied from the anti-theft control device 40. 
[01 04] The decrease of detection sensitivity in the in- 
clination sensor 26 may be almost the same. Thus, the 
detection sensitivity can be lowered by means of any 
methods, such as setting the threshold 6 of the inclina- 
tion to a value larger than normal value for determining 
whether an abnormal inclination Is present when the en- 
gine status signal input transits to H level. 
[0105] The siren 35 is in the same configuration as 



the siren 35 (Fig. 3) of the preceding first embodiment. 
However, the engine status signal to the CPU 81 is di- 
rectly input from the engine control ECU 12. In addition, 
the siren 35 will perform the alert sound generating proc- 

5 ess shown in Fig. 7. 

[0106J As can be appreciated from the foregoing de- 
scription, the decrease of detection sensitivity of the 
sensors 25 and 26 is implemented by the sensors 25 
and 26 capturing independently the engine status signal 

10 from the engine control ECU 12 to lower their own de- 
tection sensitivity thereby, instead of outputting low-sen- 
sitivity instruction signals to the sensors 25 and 26 from 
the anti-theft management device 90 based on the en- 
gine status signal from the engine control ECU 12. 

15 Therefore the anti-theft system forvehlcles may achieve 
the same effect and function as the anti-theft system for 
vehicles of the first embodiment. 
[0107] It should be appreciated by the skilled in the 
art that the preferred embodiments of the present inven- 

20 tion are not limited to the disclosed details and arrange- 
ment. Many modification and change can be made with- 
out departing from the technical scope of the invention. 
[0108] For instance, although engine status signal is 
continuously output (either H or L level) fromthe engine 

25 control ECU 12, signals may be output only when the 
engine 14 is running. The anti-theft control device 40 
may be notified that the engine 1 4 is running by output- 
ting signals from the anti -theft control device 40 to the 
engine control ECU 12 each time the anti-theft control 

30 device 40 is reset so as for the engine control ECU 12 
to reply to the anti-theft control device 40 only when the 
engine 14 is running, 

[01 09] Furthermore, instead of the mode storage de- 
vice 50 separately provided apart from the anti-theft 

35 control device 40, the anti-theft control device 40 may 
have a built-in mode storage device 50. 
[01 10] In addition, any other detection and alarm can 
be devised. For example, the tamper detector device 20 
is not to be limited to the switches 21 through 24 and 

40 sensors 25 and 26. Rather it may have the capability of 
detecting an attempt of theft through other actions. The 
alarm generated by the alarm device 30 may also be 
configured otherwise. For example, feeding fuel or Igni- 
tion may be stopped to disable operation of the engine. 

45 [0111] The siren 35 may be configured to sound an 
alarm not only when the battery voltage VB drops, but 
also when an improper action is detected by the sensors 
25 and 26 or switches 21 to 24. 
[0112] The intruder sensor 25 may be any types of 

so sensors such as radio wave-type or infrared light-type 
and may be unlimitedly used in the condition that it can 
detect an intruder and is able to lower the detection sen- 
sitivity to a desired level. 

[01 1 3] Fu rthermore, the anti-theft system may be ap- 
55 plied not only to ordinary vehicles having a gasoline en- 
gine or a diesel engine as the motor, but also to any 
other vehicle including hybrid cars, electric cars, or mo- 
torcycles, which are driven by a motor and which is ca- 



11 



BNSDOCIO: <EP 1 1 70191 A2J_> 



21 



EP 1 170181 A2 



22 



pable of starting the engine with a remote starter func- 
tion from a remote place. 



Claims 

1 . An anti-theft system for vehicles, the system being 
mounted on a vehicle having a remote starter con- 
trol device (12) for starting an engine (14) in re- 
sponse to a turning-on instruction transmitted from 
an external transmitter (1 0) and being initialized by 
a predetermined operating voltage supplied from a 
power supply (15) to start a system operation, the 
system comprising: 

an operation mode setting means (40) for set- 
ting an operation mode into either one of a 
guard mode and a guard-free mode in re- 
sponse to an operation of a user, 
an operation mode storage means (50) for stor- 
ing the operation mode; 
an alarm generating means (30) for generating 
an alarm outwardly when an unauthorized op- 
eration of a vehicle is detected; 
a normal operation alarm control means (40) for 
operating the alarm generating means if a pre- 
determined unauthorized operation is done 
when the operation mode Is the guard mode; 
and 

a starting operation alarm control means (40) 
for loading the operation mode before initializa- 
tion stored in the operation mode storage 
means at the time of starting a system opera- 
tion and for operating the alarm generating 
means if the operation mode is the guard mode, 

characterized by further comprising: 

a starting operation alarm inhibiting means (40) 
for determining whether the remote starter con- 
trol device is operating and for preventing the 
alarm generating means from generating the 
alarm by the starting operation alarm control 
means if the remote starter control device is de- 
termined to be operating at the time of starting 
the system operation. 

2. The anti-theft system as in claim 1 , wherein: 

the starting operation alarm inhibiting means 
(40) causes the starting operation alarm control 
means to prevent the alarm generating means 
from generating the alarm if the engine is run- 
ning by the operation of the remote starter con- 
trol device, even when the remote starter con- 
trol device has completed its operation at the 
time of starting the engine. 



3. The anti-theft system as In claim 1 , further compris- 
ing: 

an engine running status check means (40) for 
5 determining whether the remote starter control 

device Is operating when the operation mode is 
the guard mode; and 

an engine running status storing means (50) for 
storing the status that the engine is running, 

10 

wherein the starting operation alarm inhibiting 
means (40) checks whether the remote starter con- 
trol device is operating based on content stored in 
the engine running status storing means. 

15 

4. The anti-theft system as in claim 3, wherein: 

the engine running status storing means (50) 
retains the stored content until the engine is 
20 ( stopped once the status that the engine is run- 
ning is stored. 

5. The anti-theft system as In any of claims 1 to 4, fur- 
ther comprising an alarm device (35), wherein the 

25 alarm device (35) includes: 

a built-in auxiliary memory (83); 
a first storage control means (81) for storing the 
operation mode set by the operation mode set- 
so ting means into the built-in auxiliary memory; 

an alarm generating means (SP) for determin- 
ing whether an operating voltage falls below a 
predetermined voltage threshold value and for 
generating a predetermined alarm sound if the 
35 operating voltage falls below the predeter- 

mined threshold when the operation mode of 
the system stored in the built-in auxiliary mem- 
ory Is the guard mode; 

an alarm inhibiting means (81) for determining 
40 wheth er the remote starter control device is op- 

erating and for inhibiting the alarm sound by the 
alarm means if the device is determined to be 
operating. 

45 6. The anti-theft system as In any of claims 1 to 5, fur- 
ther comprising: 

an unauthorized operation sensor (20) for de- 
tecting any unauthorized operation on. the ve- 
so hicte, 

wherein the normal operation alarm control 
means (40) determines a predetermined unauthor- 
ized operation if the unauthorized operation is de- 
55 tected by the unauthorized operation sensor, and 
includes a detection sensitivity reducer means (40) 
for checking whether the remote starter control de- 
vice is in operation and reducing detection sensitiv- 
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ity of the unauthorized operation sensor. 

7. The anti-theft system as in any of claims 1 to 5, fur- 
ther comprising: 

an unauthorized operation sensor (20) for de- 
tecting any unauthorized operation on the ve- 
hicle, 

wherein the normal operation alarm control 
means (40) determines a predetermined unauthor- 
ized operation if the unauthorized operation is de- 
tected by the unauthorized operation sensor, deter- 
mines whether the remote starter control device is 
in operation, and prevents the alarm generating 
means from generating the alarm even if the unau- 
thorized operation sensor detects the unauthorized 
operation when the remote starter control device is 
determined to be In operation. 

8. The anti-theft system as in claim 7, wherein: 

the normal operation alarm control means (40) 
prevents the alarm generating means from 
generating the alarm if the unauthorized oper- 
ation sensor detects the unauthorized opera- 
tion during running of the engine by the opera- 
tion of the remote starter control device even if 
the remote starter control device has complet- 
ed its operation. 

9. An anti-theft system for vehicles, the system being 
mounted on a vehicle having a remote starter con- 
trol device (12) for starting an engine (14) in re- 
sponse to atuming-on instruction transmitted from 
an external transmitter (1 0), the system comprising: 



checking whether the remote starter control de- 
vice is in operation and reducing detection sen- 
sitivity of the unauthorized operation sensor if 
the device is determined to be in operation. 

5 

10. The anti-theft system as in claim 6 or 9, wherein: 

the detection sensitivity reducer means (40) 
continues to reduce the detection sensitivity of 
10 the unauthorized operation sensor as along as 

the engine is in operation, even when the re- 
mote starter control device has stops operating. 

1 1 . An anti-theft system for vehicles, the system mount- 
's ed on a vehicle having a remote starter control de- 
vice (12) for starting an engine (14) in response to 
atuming-on instruction transmitted from an external 
transmitter (10), the system comprising: 

20 an operation mode setting means (40) for set- 

ting an operation mode into either one of a 
guard mode or a guard-free mode in response 
to an operation of a user; 
an operation mode storage means (50) for stor- 
es ing the operation mode; 

an unauthorized operation sensor (20) for de- 
tecting any unauthorized operation on the ve- 
hicle; 

an alarm generating means (30) for generating 
30 an alarm outwardly when the unauthorized op- 

eration of the vehicle is detected; and 
an alarm control means (40) for operating the 
alarm generating means if the unauthorized op- 
eration is detected by the unauthorized opera - 
35 tion sensor when the operation mode is the 

guard mode, 



an operation mode setting means (40) for set- 
ting an operation mode into either one of a 
guard mode and a guard-free mode in re- ^> 
sponse to the operation of a user; 
an operation mode storage means (50) for stor- 
ing the operation mode; 
an unauthorized operation sensor (20) for de- 
tecting any unauthorized operation on the ve- *s 
hide; 

an alarm generating means (30) for generating 
an alarm outwardly when detecting the unau- 
thorized operation of the vehicle; 
an alarm control means (40) for operating the so 
alarm generating means if the unauthorized op- 
eration is detected by the unauthorized opera- 
tion sensor when the operation mode is the 
guard mode, 

55 

characterized by further comprising: 
a detection sensitivity reducer means (40) for 



characterized in that 

the alarm control means (40) checks whether 
the remote engine starter control device is in 
operation, and prevents the alarm generating 
means from generating the alarm if the unau- 
thorized operation sensor detects the unau- 
thorized operation If the remote engine starter 
control device is determined to be in operation. 

2. The anti-theft system as in claim 11 , wherein: 

the alarm control means (40) prevents the 
alarm generating means from generating the 
alarm if the unauthorized operation sensor de- 
tects the unauthorized operation during running 
of the engine by the operation of the remote 
starter control device even if the remote starter 
control device has completed its operation. 

3. The anti-theft system as in any of claims 5 to 11, 
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wherein: 

the unauthorized operation sensor includes an 
intruder sensor (25) for detecting an intruder at- 
tempting to intrude in the vehicle. s 
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